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About me

CISO of National 
Energy Regulator

Master's degree in 
Information Systems

Cyber Security 
Sertificates

30 years in Information 
technology



Disclaimer

This is one person's 
perspective

The information 
provided is public

Mistakes! Who doesn't 
make them?

It‘s all about the 
Council



Summary

NIS2 Directive in 
Lithuania

Main challenges for 
the Council

National cybersecurity 
authority help

Key concepts of 
implementation 



Methodology for 
the identification of 

cybersecurity 
entities

NIS2 Directive (NIS2D) → NIS2D-LTU

Law on Cyber 
Security of the 

Republic of 
Lithuania

Decree on the 
implementation of 
the Cyber Security 

Law

Supporting laws, 
methodologies and 

documents

Directive transposed into national law

Who does NIS2D 
apply to?

Register of 
cybersecurity 

entities

Latest numbers – about 2000 entities
(1st wave)

Without their respective supply chains
(2nd wave)



NIS2D-LTU – Key concepts of the Law

(2) the duties of the 
responsible persons;

(1) cybersecurity policies;
(7) effectiveness procedure;
(9) cryptography and 
encryption policy;
(10) human resources 
security, policies for NAC;

(8) cyber hygiene practices 
and regular cybersecurity 
training;

(3) management of cyber 
incidents;
(4) business continuity;
(6) management of 
vulnerabilities;

(6) the security of the 
lifecycle of NIS;
(11) the use of 
multifactor/persistent 
authentications, secure 
communications;

(1) cybersecurity risk;
(5) supply chain security;

Decree on the implementation of the Cyber 
Security Law

„Description of cybersecurity requirements“



NIS2D-LTU – Duties

(2) the duties of the 
head of the entity

Must appoint a 
cybersecurity 

Manager

The head  
must complete 

a cyber 
hygiene course 

CS Manager 
must not 

perform IT 
functions

CS Manager 
must have 

cyber security 
qualifications

(2) the duties of the 
cybersecurity Manager

Implementation and maintenance of

Organizational 
measures

Technical 
measures

Operational 
measures



NCSC help – Interactive competency platform

LEVEL ROLE COMPETENCY

Manager must 
have cyber 

security 
qualifications



NIS2D-LTU – Key concepts of the Law

(2) the duties of the 
responsible persons;

(1) cybersecurity policies;
(7) effectiveness procedure;
(9) cryptography and 
encryption policy;
(10) policies for NAC;

(8) cyber hygiene practices 
and regular cybersecurity 
training;

(3) management of cyber 
incidents;
(4) business continuity;
(6) management of 
vulnerabilities;

(6) the security of the 
lifecycle of NIS;
(11) the use of 
multifactor/persistent 
authentications, secure 
communications;

(1) cybersecurity risk;
(5) supply chain security;
(10) human resources 
security;



NCSC help – Possible content of Policy (-ies)

What is the policy or the 
name of the policy section? 

Which section in the 
cybersecurity requirements 

description does this 
correspond to?

Which specific point in the 
„Description of cybersecurity 

requirements“ does this 
correspond to



NIS2D-LTU – Key concepts of the Law

(2) the duties of the 
responsible persons;

(1) cybersecurity policies;
(7) effectiveness procedure;
(9) cryptography and 
encryption policy;
(10) policies for NAC;

(8) cyber hygiene practices 
and regular cybersecurity 
training;

(3) management of cyber 
incidents;
(4) business continuity;
(6) management of 
vulnerabilities;

(6) the security of the 
lifecycle of NIS;
(11) the use of 
multifactor/persistent 
authentications, secure 
communications;

(12) cybersecurity risk;
(5) supply chain security;
(10) human resources 
security;



NCSC help – Interactive learning platform

The head  
must complete 

a cyber 
hygiene course 



NIS2D-LTU – Key concepts of the Law

(2) the duties of the 
responsible persons;

(1) cybersecurity policies;
(7) effectiveness procedure;
(9) cryptography and 
encryption policy;
(10) policies for NAC;

(8) cyber hygiene practices 
and regular cybersecurity 
training;

(3) management of cyber 
incidents;
(4) business continuity;
(6) management of 
vulnerabilities;

(6) the security of the 
lifecycle of NIS;
(11) the use of 
multifactor/persistent 
authentications, secure 
communications;

(12) cybersecurity risk;
(5) supply chain security;
(10) human resources 
security;



NCSC help – Exercises

NATIONAL CYBER SECURITY EXERCISES
"CYBER SHIELD OPEX"

NATIONAL CYBER SECURITY EXERCISES
"CYBER SHIELD PHISHING"



NIS2D-LTU – New cyber defense architecture

Continuous monitoring.
Incident response.
Vulnerability management.

1
Cyber threat inteligence.
Assistance across sectors.
Assistance within the country.

2
Monitoring and assessing the situation at national level.
Assistance and support in managing major incidents.
Assistance in developing capacities and competencies.

3

Fintech 
entities

Energy 
entities

Public 
entities 
(Council)

SOC

SOC

SOC

THREE LINES OF 
DEFENSE

Cyber security 
subjects

Cyber security 
subjects Security 

Operations Centers

Sectoral information 
analysis and sharing 

centers

SIASC 
Energy

National Cyber 
security center 

(CSIRT-LT)

National and 
International partners 

(CTI+)

SIASC
Fintech

National 
Cyber 

Security 
Center



Council – Why have own SOC?

Requirement by the Cyber Security Law to have SOC or to buy 
SOC service.

The Network Code on Cybersecurity (NCCS) regulation and the 
decision that the Council should be the competent authority

NCSC initiative to offer project of ready-made SOC solution 
with hardware and software, training and procedures



NCSC help – SOC project

SOC system

Cyber threats (CTI)

Vulnerability management

HIDS

NIDS

SIEM

Incident management system

SOC System (Council)
NCSC Cyber security
information system

Incident management

Network monitoring
sensors

Vulnerabilities

File check

Cyber threat 
information

Incidents

Vulnerability data

Queries on request

Threat information
exchange



NCSC help – Existing tools

Communication
platform

Cyber Threat
Information

Cyber Security
Tools

Organisational Profile
Management System

Cyber Security Information System



NIS2D-LTU – Key concepts of the Law

(2) the duties of the 
responsible persons;

(1) cybersecurity policies;
(7) effectiveness procedure;
(9) cryptography and 
encryption policy;
(10) policies for NAC;

(8) cyber hygiene practices 
and regular cybersecurity 
training;

(3) management of cyber 
incidents;
(4) business continuity;
(6) management of 
vulnerabilities;

(6) the security of the 
lifecycle of NIS;
(11) the use of 
multifactor/persistent 
authentications, secure 
communications;

(12) cybersecurity risk;
(5) supply chain security;
(10) human resources 
security;

In Decree on the implementation of the Cyber Security 
Law

there is descriptions of  technical, operational and 
organizational cybersecurity requirements for



Senior 
mgmt.

HR

NIS2D-LTU – Implementation in Council

IT
(1L0D)

Infosec/
cybersec

(2L0D)

Physycal
Sec.

BCM
(1LoD, 
2LoD)

Risk
Mgmt.
(2LoD)

Procu-
rement

NIS2D Scope is broad



NIS2D-LTU – Implementation in Council

Project 1: Framework Structure Processes
Documen-

tation
Reporting

Managerial 
actions

Project 2:
Actions in 

the line
IT

Risk 
managers

Procure-
ment

HR Etc.

Define the 
work scope

Normalize 
toward best 

practice

Standardize 
(recognized 
frameworks)

Continuous 
improve-

ments

Line and 
audit 

runbooks
Project (-s)

Integrate 
management 

systems



EVIDENCE

Strong evidentiary regime 
and process

ACTIONS

Extended documentation 
needs

NIS2D-LTU – Implementation in Council

improvementContinuous
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TOOLS

QUALIFICATION

PEOPLE

NIS2D-LTU – The essence
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