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About me

é%
CISO of National
Energy Regulator

30 years in Information
technology

oR

Master's degree in
Information Systems

Cyber Security
Sertificates
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Disclaimer

i

This is one person's
perspective

D

The information
provided is public

228
D
It's all about the
Council

S
Mistakes! Who doesn't
make them?
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Summary

NIS2 Directive In
R ERIE

National cybersecurity
authority help

Key concepts of
implementation

Main challenges for
the Council
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Latest numbers — about 2000 entities
(1st wave)

Without their respective supply chains
(2nd wave)
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Decree on the implementation of the Cyber
Security Law
,Description of cybersecurity requirements"
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NIS2D-LTU - Duties

(2) the duties of the (2) the duties of the
head of the entity cybersecurity Manager

CS Manager CS Manager
must not must have
perform IT cyber security
functions qualifications

Must appoint a
cybersecurity
Manager

Implementation and maintenance of

The head
must complete Organizational Technical Operational
a cyber measures measures measures

hygiene course
VCrC




NCSC help — Interactive competency platform

Search by role

Roles Cot

Chief
Information
Security
Officer

Manager must

have cyber
security
qualifications

[ Beginner | Intermediate [J] Expert
@ All courses O Free courses O Paid courses

COMPETENCY

Expert v Chief Information Security Officer ™ Architecture Design
CompTIA CASP+ ISACA CISM
CompTIA Advanced Security Practitioner (CASP+) is an Data breaches, ransomware attacks and other constantly

advanced-level cybersecurity certification for security architects
and senior security engineers charged with leading and
improving an enterprise’s cybersecurity readiness.

evolving security threats are top-of-mind for today's IT
professionals. With a Certified Information Security Manager®
(CISM®) certification, you'll learn how to assess risks, implement
effective governance and proactively respond to incidents.

Competencies: IS and  Business Architecture
Security  Strategy

Information Security Management;

Strategy
Development;

Alignment;
Information  and

Design; Testing;

Information Knowledge = Management;

Competencies:  Architecture Design;  Technology Trend Monitoring;  Problem Management;

Information Security Strategy Development; Personnel Development; Information Security Management;

Information Systems Governance;

v



NIS2D-LTU - Key concepts of the Law

(2) the duties of the
responsible persons;

(3) management of cyber
incidents;

(4) business continuity;
(6) management of
vulnerabilities;

(1) cybersecurity policies;
(7) effectiveness procedure;
(9) cryptography and
encryption policy;

(10) policies for NAG;

(6) the security of the
lifecycle of NIS;

(11) the use of
multifactor/persistent
authentications, secure
communications;

(8) cyber hygiene practices
and regular cybersecurity
training;

(1) cybersecurity risk;

(5) supply chain security;
(10) human resources
security;

VCrC



NACIONALINIS KIBERNETINIO SAUGUMO CENTRAS
prie Krasto apsaugos ministerijos

Gedimino pr. 40, Vilnius, tel. 1843, www.nksc.lt, el. p. info@nksc.It

ormaciniu sistemu kibernetinio !

( uril|
Kibe. _,amo reikalavimy apraso TIS) kibernetinio saugum itikos dokumento (-y)
skirsnio .«nimas skyriaus (-iy) pavadinin. . Kibernetinio saugumo reikalavin. 450 punktai’
01 TINKLU IR INFORMACINIY SISTEMU Tinkly ir informaciniy sistemy kibernetinio saugumo politikos Kibernetinio saugumo tikslai, teisés aktai, jsipareigojimai darbuotojams
SAUGUMO POLITIKA dokumentas (1)° ir tre¢iosioms Salims, reguliari politikos dokumenty perZitra ir atnaujinimas [4]

Rizikos vertinimo ir valdymo proceso tvarka (2)
Rizikos vertinimo ataskaita (3)
Rizikos valdymo priemoniy planas (4)

Rizikos vertinimo ir valdymo proceso tvarka [7-9]

02 KIBERNETINIO SAUGUMO RIZIKOS
Rizikos vertinimo ataskaita, rizikos valdymo priemoniy planas [9-15]

ANALIZE

UZ KIBERNETIN] SAUGUMA ATSAKINGY

3  ASMENY IR KIBERNETINIO SAUGUMO
SUBJEKTO VADOVO AR JO JGALIOTO
ASMENS PAREIGOS

Uz kibernetinj sauguma atsakingy asmeny paskyrimas [16-18]

kg, asment [ ARGl sqrasds o) Atsakingy asmeny funkcijos ir atsakomybés [19-21]
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NIS2D-LTU - Key concepts of the Law

(2) the duties of the
responsible persons;

(3) management of cyber
incidents;

(4) business continuity;
(6) management of
vulnerabilities;

(1) cybersecurity policies;
(7) effectiveness procedure;
(9) cryptography and
encryption policy;

(10) policies for NAG;

(6) the security of the
lifecycle of NIS;

(11) the use of
multifactor/persistent
authentications, secure
communications;

(8) cyber hygiene practices
and regular cybersecurity
training;

(12) cybersecurity risk;
(5) supply chain security;
(10) human resources
security;
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NATIONAL CYBER SECURITY CENTER

Log in Help
KIBERNETINE
I SAUGRA I
VADOVAMS

Cybersecurity for
managers ;

Learn strategies to strengthen basic
cybersecurity in your organization, including
steps o assess existing security measures and an
overview of key cybersecurity legislation. This

SERTIFIKATAS

SIUO SERTIFIKATU PAZYMIMA, KAD

Audrius Verseckas

topic will also encourage you to address key
cybersecurity issues and understand the reasons

Dalyvavo mokymuose ,Kibernetiné sauga vadovams” ir
sékmingai islaiké testa.

for separating IT and cybersecurity departments.

=<

Start thlS course Nacionalinio kibernetinio saugumo centro prie
Krasto apsaugos ministerijos direktorius

Liudas Alisauskas

Il

Kurso trukmé — 1 akad. val. @
rugséjo 17, 2024 5w009mUDVC
Data Serijos numeris



NIS2D-LTU - Key concepts of the Law

(2) the duties of the
responsible persons;

(3) management of cyber
incidents;

(4) business continuity;
(6) management of
vulnerabilities;

(1) cybersecurity policies;
(7) effectiveness procedure;
(9) cryptography and
encryption policy;

(10) policies for NAG;

(6) the security of the
lifecycle of NIS;

(11) the use of
multifactor/persistent
authentications, secure
communications;

(8) cyber hygiene practices
and regular cybersecurity
training;

(12) cybersecurity risk;
(5) supply chain security;
(10) human resources
security;
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E‘@—J NATIONAL CYBER SECURITY EXERCISES

"CYBER SHIELD OPEX"
KL =N SEpT'mivaTrne
2023
SIUOSE  n| ATIARIAI AVDED CEAIIDITV EVEDAICEC \_ I
Val NATIONAL CYBER SECURITY CENTER L £ Min|

NKSC virtual cyber training
ground 4

A controlled, closed, interactive environment where cybersecurity professignals
can strengthen their professional skills, detect and prevent cyberattacks
without harming the infrastructure they manage.

Don't miss the opportunity to gain experience and improve your cybersecurity
knowledge. Get in touch to learn more about how you can participate in our
on-demand training program.

Join the exercises

VCrC



NIS2D-LTU — New cyber defense architecture

Cyber security
subjects

Energy
entities

Public. 90C

entities
(Council)

THREE LINES OF
DEFENSE

|

Continuous monitoring.
Incident response.
Vulnerability management.

Fintech
entities

National
Cyber
Security
Center

Cyber threat inteligence.
Assistance across sectors.

Assistance within the country.

Monitoring and assessing the situation at national level.
Assistance and support in managing major incidents.
Assistance in developing capacities and competencies.

Cyber security
subjects Security
Operations Centers

analysis and sharing
centers

National Cyber
security center
(CSIRT-LT)

\-

National and
International partners
(CTl+)

VCr
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Council -Why have own SOC?

K

]

Requirement by the Cyber Security Law to have SOC or to buy
SOC service.

* ™ o

The Network Code on Cybersecurity (NCCS) regulation and the
decision that the Council should be the competent authority

&

NCSC initiative to offer project of ready-made SOC solution
with hardware and software, training and procedures




NCSC help - SOC project

: NCSC Cyber security
SOC System (Council)

information system

Incidents

Vulnerability data

—- Queries onrequest =

Vulnerability management
Threat information

Cyber threats (CTI) exchange

VCrC



My organization v MISP

ol Statistics

My organization

organization's Ej

resources MIS
Threat Sharing
My contacts -
"8y 0 Bl w
My IP ranges
My AS Number
Virtual cyber
My PGP keys o
training
ground
Organizations R
Organization i s i

contacts

Indicators of Compromise (10Cs)

Communicati

on platform

O]

Mattermost

Website
security
check

Essential sectors

Malicious Malicious Changing Data sharing
Code Code your system
Analysis Analysis password
System System
(Sandbox) - (Sandbox) -
AX MM ANL s
] 6 o
TreliX @ °Qo
a Nuy LR TREARE 1Y FEN) 7 V. R
" Ce o vE
Checking Cyber
DKIM, hygiene
DMARC, training 0
and SPF ~
settings
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G

G

ated

. This



NIS2D-LTU - Key concepts of the Law

(2)thedu In Decree on the implementation of the Cyber Security :aCt_itceS
responsib Law 2curity

there is descriptions of technical, operational and
organizational cybersecurity requirements for

- -

(6) the security of the

lifecycle of NIS; (12) cybersecurity risk;
(11) the use of (5) supply chain security;
multifactor/persistent (10) human resources
authentications, secure security;
communications;

(3) management of cyber
incidents;

(4) business continuity;
(6) management of
vulnerabilities;

VCrC



NIS2D-LTU - Implementation in Council

NIS2D Scope is broad

Infosec/ BCM Risk

Physycal Procu-
LoD :
cybersec Coc (1LoD, Mgmt SR

(2LoD) 2LoD) (2LoD)

IT
(1LoD)

VCrC



NIS2D-LTU - Implementation in Council

Define the
work scope

Project 1:

Project 2:

Normalize
toward best
practice

Framework

Actions in
the line

Integrate
Mmanagement
systems

Continuous
Improve-
ments

Line and
audit
runbooks

Standardize
(recognized
frameworks)

Project (-s)

Documen-
tation

Managerial

Processes .
actions

Structure Reporting

Risk
managers

Procure-
ment



NIS2D-LTU - Implementation in Council

ACTloWDENCE

EXEENOE Continuous B improvement JIEGIME

VCrC



NIS2D-LTU - The essence

QUALIFICATION

>
=
Y
>
)
L
wn

CYBER

PEOPLE
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